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Executive Summary 

The Department of State is pleased to issue this updated Open Government Plan.  

The plan reflects the personal commitment of the Secretary of State as well as that 

of the entire Department of State (Department) to the principles and practices of 

Open Government.  The plan focuses on the three imperatives of Open 

Government: 

¶ Transparency ï providing information to enable the American people to 

view the Departmentôs activities and products, and ensure accountability for 

results;  

¶ Participation ï enabling the public to engage on issues of importance and 

make their voices heard; and  

¶ Collaboration ï sharing information and ideas, and working cooperatively 

with partners around the world to promote the foreign policy interests of the 

United States. 

The Department is responsible for carrying out the nationôs foreign policy and 

representing the United States abroad.  It is essential that we take every 

opportunity to engage the American people as we do this vital work on their 

behalf. 

Highlighting the level to which transparency, participation and collaboration have 

been integral to the work of the Department of State since its inception, this Open 

Government Plan identifies ñOpen Governmentò initiatives, such as the public 

participation in the policy process through the incorporation of a library into the 

Department of State in 1789, or the promotion of transparency through the timely 

publication of internal diplomatic documents in the ñForeign Relations of the 

United Statesò series in 1861. 

The Department has a longstanding history and commitment to sharing 

information with the public about the diplomatic work that we conduct 

domestically and overseas.  The ways in which we communicate internally, with 
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other agencies and organizations, and to the public have changed significantly with 

the development of new technologies and social media, and they will undoubtedly 

continue to change as further advances in communication are discovered. 

Our era is now one in which, in addition to face-to-face meetings and writing 

letters or speaking by telephone, people engage with each other and with their 

governments through digital networks, sharing data and perspectives in real-time, 

and collaborating effectively in ways that would not have been possible a quarter 

of a century ago.  In this inter-connected era, as noted in the 2015 Quadrennial 

Diplomacy and Development Review (QDDR), ñour diplomats and development 

professionals must focus on strengthening partnerships with civil society, citizen 

movements, faith leaders, entrepreneurs, innovators and others who share our 

values.ò  Many of the initiatives in this Open Government Plan, ranging from 

traditional ñAdvisory Councils, Commissions, Committees and Boardsò to 

providing online digital mapping tools and data, highlight the broad scope of the 

collaborative efforts that support the implementation of our foreign policy. 

Public engagement in the work of the Department of State not only provides the 

Department with a wider range of perspectives and expertise than it might 

otherwise have, but it also serves to exemplify the type of good governance which 

is representative of the democratic values we encourage.  Again, as stated in the 

QDDR, ñSocieties that allow citizens a say and a stake in their success are more 

stable, prosperous, and secure.ò  To facilitate public engagement, the Department  

provides numerous avenues for public participation, whether through posting a 

comment to one of the numerous policy blogs or social media channels established 

by the Department of State and U.S. embassies around the world, commenting on 

proposed regulation changes via the Regulations.gov website, or by participating 

as a virtual intern or fellow in the Virtual Student Foreign Service or Virtual 

Fellows Program.  The Department benefits greatly from public engagement, and 

is continually expanding the mechanisms by which the publicôs voice can be 

incorporated into policy formulation. 

The Department has long recognized the importance of transparency as a means of 

holding government accountable and engendering the public confidence necessary 

for a well-functioning democracy.  Transparency is a key element of the Open 

http://www.state.gov/s/dmr/qddr/2015/
http://www.state.gov/s/dmr/qddr/2015/
http://vsfs.state.gov/
http://www.opengovpartnership.org/
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Government Partnership, through which the U.S. government, represented 

primarily by the Department, works with other governments, international 

organizations and civil society organizations to promote transparency, empower 

citizens, fight corruption, and harness new technologies to strengthen governance.  

Among the many transparency initiatives the Department has in place are the 

publication of U.S. government assessments concerning human rights practices, 

terrorism, religious freedom, trafficking in persons and the investment climate.  

Data concerning foreign assistance, refugee and migration flows, visa and passport 

issuances, and numerous other Department processes are published in machine 

readable formats.  The ñNo Double Standardò principle has long guided the 

Department in ensuring that it provides private U.S. citizens the same information 

which it provides to U.S. government employees in safeguarding the welfare of all 

our citizens.  Similarly, in as much as policy decisions within the Department are 

informed by accurate and reliable data, the Department seeks to make that same 

data accessible by the public to better inform public decision making. 

Building on flagship Department of State Open Government initiatives from 

previous years, the Department has sought to integrate these initiatives even more 

closely into its main foreign policy initiatives, such as ñHarnessing the Data 

Revolution for Sustainable Development,ò Advancing Democracy and Human 

Rights, and Strengthening Civil Society,ò and ñModernizing the Way We Do 

Diplomacy and Development.ò  

  

http://www.opengovpartnership.org/
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Introduction 

ñThe Government continually depends upon the support of Congress and the 

People, and that support can be expected only in the condition of keeping 

them thoroughly and truthfully informed of the manner in which the powers 

derived from them are executed.ò  

William Henry Seward  

Secretary of State, 1861-69 

On his first day in office, President Obama signed the Memorandum on 

Transparency and Open Government and made clear his commitment to ñcreating 

an unprecedented level of openness in government.ò  The President laid out the 

three core principles that would promote efficiency and effectiveness in 

government: transparency, public participation, and collaboration. 

This document, the Department of State's fourth biennial Open Government Plan, 

serves as a public road-map detailing the Department's progress in integrating these 

open government principles into our core mission, and how we will continue to 

support this goal in the future.  

Long before the rise of technology and the advent of the Internet, transparency, 

participation and collaboration were key to achieving U.S. foreign policy goals.  

Aspiring to Woodrow Wilsonôs goal of "open covenants of peace, openly arrived 

at," we rely on collaborative effort through treaty negotiation and participation in 

international organizations.  Since the establishment of the Department of State in 

1789, our internal library (now the Ralph Bunche Library) has facilitated public 

input into the foreign policy process.  We institutionalized transparency in the 

Department of State with the inaugural publication of the ñForeign Relations of the 

United Statesò series in 1861.  In 1967, Secretary of State Rusk launched the 

Secretaryôs Open Forum, encouraging creative thinking on vital policy issues and 

the presentation of visions and viewpoints that dissented from official policy.  

Since 1977, the transparency of our annual human rights reports has enhanced our 

credibility and promoted accountability and consistency in our global 

engagements. 
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Every bureau in the Department contributes to Open Government, as the range of 

initiatives geared to transparency, participation and collaboration makes clear.  

With the environment having changed from one of paper missives and telegrams to 

cloud-based collaboration, social media and mobile devices, weôve adapted to meet 

public expectations and our own needs in order to accomplish our foreign policy 

mission.  With over 80 ongoing Open Government initiatives ranging from 

Overseas Security Advisory Councils (OSAC) to the Business Information 

Database System (BIDS), to the Virtual Student Foreign Service (VSFS), to 

Exchange Programs, to publishing per diem and allowance schedules online, and 

many more, the principles of Open Government are now the longstanding 

principles under which we operate.  

The Department now makes thousands of datasets available to the public on the 

Internet, ranging from the 190,000+ archival documents from the Foreign 

Relations of the United States (FRUS) series digitized by the Office of the 

Historian, to digital imagery and maps produced by the Humanitarian Information 

Unit, to visa statistics, foreign assistance figures, and Inspection reports from the 

Office of the Inspector General.  The Department has made a number of these 

datasets, such as FRUS and Per Diem rates, accessible via Application 

Programming Interfaces (APIs) so that the data can be embedded in third-party 

applications.  

With the publication of the 2016 Open Government Plan, we survey the current 

terrain and identify the way forward.  There is much we have already done and 

there is much we are committed to achieving. 
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New and Expanded Initiatives 

 

Open Data 

On May 9, 2013, the Office of Management and Budget (OMB) set forth an Open 

Data policy via M-13-13, requiring all agencies to manage data as an asset.  The 

policyôs goals are to increase operational efficiencies at reduced costs, improve 

services, and increase public access to government information.  For data to be 

considered open, it must be machine readable using open data standards and 

licenses, and adhere to a government-wide common core metadata standard.  The 

five core deliverables of M-13-13 are the following: 

¶ Create and maintain an Enterprise Data Inventory (EDI); 

¶ Create and maintain a Public Data Listing; 

¶ Create a process to engage with customers to help facilitate and prioritize 

data release; 

¶ Document if data cannot be released; and 

¶ Clarify roles and responsibilities for promoting efficient and effective data 

release.  

The Department of State creates and disseminates datasets about U.S. foreign 

policy, international diplomacy, and global issues.  The data supports analysis of 

U.S. foreign policy initiatives and trends and is used by experts in specific issue 

areas as well as experts in the process of diplomacy.  The data is also used by the 

general public to explore the history of U.S. international relations. 

The Open Government initiative provides an opportunity to increase access to and 

use of the datasets available to the public.  Datasets that are currently available are 

located on the Data.gov website, and new datasets will be published there as they 

are made available.  These datasets may be found by selecting the Department of 

State from the https://www.data.gov/metrics page. The datasets can also be 

accessed through the Departmentôs Open Government page at: 

www.state.gov/open.  

https://www.whitehouse.gov/sites/default/files/omb/memoranda/2013/m-13-13.pdf
https://catalog.data.gov/dataset?q=organization:state-gov+AND+type:dataset&publisher=U.S.+Department+of+State#topic=uncategorized_navigation
https://catalog.data.gov/dataset?q=organization:state-gov+AND+type:dataset&publisher=U.S.+Department+of+State#topic=uncategorized_navigation
https://catalog.data.gov/dataset?q=organization:state-gov+AND+type:dataset&publisher=U.S.+Department+of+State#topic=uncategorized_navigation
https://www.data.gov/metrics
http://www.state.gov/open/
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The Department has published its policies with regard to implementing data 

management in volume 5, chapter 639 of the Foreign Affairs Manual (5 FAM 

639). The Department of State currently maintains a Department-wide Enterprise 

Data Catalog, which is a collection of all information assets registered by data 

owners and system owners.  As part of an ongoing process, the datasets associated 

with existing systems have been populated as system owners update their entries in 

the Enterprise Data Catalog.  System owners are required to enter the dataset 

information for the new systems as part of their initial Enterprise Data Catalog 

system registration.   

Datasets belong to one of the three following categories:  

¶ Public ï Data asset is or could be made publicly available to all without 

restrictions; 

¶ Restricted Public ï Data asset is available under certain use restrictions; and 

¶ Non-Public ï Data asset is not available to members of the public.  Public 

data in the EDI is exported to a Public Data Listing (PDL), where anyone 

can download the index and use it to access the public data. The PDL is also 

used by Data.gov to create a searchable index to all available public data 

published by the U.S. government.  The PDL is at:  www.State.gov/data  and 

contained in a single JSON file. The PDL is refreshed quarterly. The process 

of collecting and publishing open data is shown in Figure 1. 

https://fam.state.gov/FAM/05FAM/05FAM0630.html
https://fam.state.gov/FAM/05FAM/05FAM0630.html
http://www.state.gov/data/
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Figure 1: Open Data Concept of Operations.

 

 

For more information on Open Data, including a pointer to the Open Data Plan and 

Inventory Schedule and a copy of the most recent Public Data Listing, visit the 

Open Data page at; www.state.gov/data.  The Department of State is also an active 

participant in Data.gov, where three application program interfaces (APIs) are 

available for the public to use:  Foreign Per Diem Rates, Office of the Historian 

eBook Catalog and the Select State.Gov Data tool (SSD).  More information on 

Data.gov is discussed under the Transparency section of this plan. 

 

 

http://www.state.gov/digitalstrategy/227095.htm
http://www.state.gov/digitalstrategy/227095.htm
http://www.state.gov/data.json
http://www.state.gov/data/
https://inventory.data.gov/dataset/foreign-per-diem-rates-by-location/resource/2cb4121c-2a33-40a9-8bb6-12788305db03
https://history.state.gov/developer/catalog
https://history.state.gov/developer/catalog
http://www.state.gov/api/v1/docs/
http://diplopedia.state.gov/index.php?title=File:Open_Data_Concept_of_Operations.jpg
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Proactive Disclosures 

The Department continues to regularly post documents on the FOIA public website 

at: foia.state.gov.  These documents are released under the provisions of the 

Freedom of Information Act (FOIA), mandatory declassification review requests 

under Executive Order 13526, or other declassification reviews.  Documents 

released in response to a Privacy Act request are not posted online.  The 

Department strives to post additional documents to the FOIA website no less than 

once a month.  The amount of information on our FOIA website highlights the 

Departmentôs commitment to transparency and Open Government.  This FOIA 

Virtual Reading Room contains over 139,000 documents covering a wide range of 

topics.  To make posted information easier for the public to discover, each 

document is converted to the PDF format before the documents go through an 

optical character recognition process. 

Documents in the Virtual Reading Room can be retrieved based on the date of the 

document, the date they were posted to the site, the FOIA case number they were 

processed under or a word search of the electronic text of the documents.  Over 

29,000 documents have been added thus far to the website in FY 2016.  The site 

has a wealth of other links to additional information resources inside and outside 

the Department, including a link to the millions of pages of declassified 

Department of State records available online at the National Archives and Records 

Administration.  In addition, other bureaus within the Department posts documents 

and information of wide public interest on the Departmentôs main webpage at: 

www.state.gov.  The Department provides datasets, in a range of formats, in 

response to the Open Government Initiative and other requirements. 

From mid-2015 through February 2016, the Department undertook an 

unprecedented project to review and release approximately 30,000 documents 

consisting of former Secretary Clintonôs e-mails.  Along with establishing a 

streamlined process, this project required innovative use of technology to 

coordinate, review and release a large volume of material on a monthly basis.  It 

also marked the first time that the Department released documents to the public by 

posting them directly to the FOIA website. 

https://foia.state.gov/
https://foia.state.gov/
https://foia.state.gov/Search/Search.aspx
https://foia.state.gov/Search/Search.aspx
http://www.state.gov/
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Privacy 

The Privacy Act was passed in 1974 to establish controls over what personal 

information is collected, maintained, used and disseminated by agencies in the 

executive branch of the federal government.  The Privacy Act only applies to 

records that are located in a ñsystem of records.ò  As defined in the Privacy Act, a 

system of records is ña group of any records under the control of any agency from 

which information is retrieved by the name of the individual or by some 

identifying number, symbol, or other identifying particular assigned to the 

individual.ò  The Privacy Act guarantees three primary rights: the right of 

individuals to see records about themselves, subject to Privacy Act exemptions; 

request the amendment of records that are not accurate, timely or complete; and 

have protection against unwarranted invasion of their privacy resulting from the 

collection, maintenance, use, and disclosure of personal information. 

The Bureau of Administration (A) is the focal point for the many complex and 

diverse activities relating to privacy protection, promoting consistent 

implementation of privacy policies and legal requirements.  The A Bureau 

coordinates responses to, and implementation of, White House directives, and 

leads the Departmentôs responses to OMB and the Government Accountability 

Office (GAO) data calls and inquiries relating to privacy policy.  It also leads and 

coordinates multi-functional projects, studies and research activities to identify and 

address privacy issues, and participates in various inter- and intra-agency boards, 

committees, and groups.  Additionally, they review legislative and other initiatives 

proposed by Congress, other agencies and the public, and formulate the 

Departmentôs privacy policy.  It provides technical expertise to the Departmentôs 

Privacy Protection Governance Board (PPGB) and the PPGBôs personally 

identifiable information (PII) coordinators.  The A Bureau directs the Core 

Response Group which addresses data breaches and conducts reviews of privacy 

impact assessments (PIAs) to ensure that privacy requirements are fully integrated 

into the Departmentôs information technology systems.  It supports implementation 

of the E-Government Act of 2002 and relevant portions of the Federal Information 

Management Security Act (FISMA). 

https://www.justice.gov/opcl/privacy-act-1974
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The A Bureau serves as the Departmentôs technical expert on the Privacy Act, 

responding to inquiries concerning privacy issues and concerns by conducting 

follow-up when necessary.  The A Bureau also works with Department of State 

business owners to assist with the development or alteration of System of Records 

Notices (SORNs) and coordinates Department responses regarding breach 

notifications to affected bureaus or individuals.  For a complete list of the 

Departmentôs records collections systems, go to the Privacy Impact Assessments 

(PIAs) and the SORNs pages. 

Whistleblower Protection 

The Whistleblower Protection Act strengthens protections for federal employees 

who believe they have been subjected to unjustified personnel actions in reprisal 

for their whistleblowing activities.  The Whistleblower Protection Enhancement 

Act of 2012 was signed into law in November 2012 and provides that the 

implementation and enforcement of nondisclosure agreements by the Department 

shall be consistent with the existing statutory framework for whistleblower 

protections.  The Department is committed to ensuring that all employees 

understand and are aware of the prohibited personnel practices (PPPs) and 

whistleblower protections. 

PPPs are employment-related activities that are banned in the federal workforce 

because they violate the merit system through some form of employment 

discrimination, retaliation, improper hiring practices, or failure to adhere to laws, 

rules, or regulations that directly concern the merit system principles, and are, by 

statute, forbidden in the federal government.  The Office of Special Counsel (OSC) 

is an independent agency that investigates and prosecutes allegations of PPPs.  

Pursuant to 5 U.S.C. § 2302(b), Federal employees are prohibited from retaliating 

against whistleblowers.  Whistleblowing involves the act of disclosing information 

that an employee reasonably believes evidences a violation of any law, rule or 

regulation; gross mismanagement; a gross waste of funds; an abuse of authority; or 

a substantial and specific danger to public health or safety.   Employees who are 

aware of these protections are encouraged to come forward to report possible 

violations.    

https://foia.state.gov/Learn/SORN.aspx
https://foia.state.gov/Learn/SORN.aspx
https://foia.state.gov/Learn/PIA.aspx
https://foia.state.gov/Learn/PIA.aspx
https://foia.state.gov/Learn/SORN.aspx
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A complete list of PPPs is available on OSC's website at: https://osc.gov, which 

provides important information about Federal employee rights, PPPs, 

whistleblowing, and disclosure procedures.  The Department of State has not yet 

been certified through the OSC's Whistleblower Protection Act certification 

program; however, the Department has communicated to its employees through 

various channels, such as an intranet site and Department Notices on employee 

rights, how to report complaints alleging PPPs, the role of OSC, and additional 

information regarding whistleblowing. 

Additional information regarding the Whistleblower Protection Enhancement Act 

of 2012, including the Departmentôs obligations regarding the implementation and 

enforcement of nondisclosure agreements consistent with Federal whistleblower 

protections can be found at http://www.state.gov/s/ocr/205593.htm.  

Websites 

In compliance with the E-Government Act of 2002, the Department of State is 

developing and continuing to enhance several website features to improve 

customer service.  On May 23, 2012, the Administration launched a 

comprehensive Digital Government Strategy to deliver better digital services to the 

American people.  The Department maintains a web page at 

www.state.gov/digitalstrategy that contains the status of the milestones of the 

Digital Strategy initiatives. 

The Department is committed to promoting the innovative application of 

Department data in the public and private sectors. The Departmentôs Developer 

Community connects developers with the APIs they need to unlock government 

data.  Their website, at http://www.state.gov/developer, serves as the main resource 

for developers seeking Department data and contains mobile applications available 

for download. 

In pursuit of the Digital Government Strategy goals, the Department is making its 

web content more mobile-friendly.  State now manages over 1800 official social 

media accounts geared to global mass audiences as well as local and niche 

audiences around the world.  Through these presences hosted across every major 

https://osc.gov/Pages/PPP.aspx
https://osc.gov/Pages/2302status.aspx
https://osc.gov/Pages/2302status.aspx
http://www.state.gov/s/ocr/205593.htm
http://www.state.gov/digitalstrategy
http://www.state.gov/developer/
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global social network as well as regional and local networks, the Department is 

connected with over 75 million people worldwide. A mobile solution has been 

implemented for more than 450 embassy and consulate websites around the world 

(see: http://www.usembassy.gov/).  These sites support visitor access and browsing 

on feature phones, smart phones and tablets with the option to view the ñdesktopò 

version; m.state.gov is also a mobile website.  Those accessing www.state.gov 

from a mobile device are automatically directed to the m.state.gov mobile-friendly 

website.  

The ñStay Connectedò feature is accessible on every http://www.state.gov page, 

providing quick access to all of the Department of Stateôs social media platforms.  

The Departmentôs pages offers customized information dispersal through an e-mail 

subscription for foreign policy topics of interest. 

The Department collects feedback on customer satisfaction in three ways: through 

a comments section where users are represented by an e-mail address, online 

surveys, and Google Analytics. Google Analytics is used to collect information on 

visitor usage, length of time on the site, how the user was directed to the site 

(social media, e-mail, another website, etc.), along with on what page they ended 

their session.  Google Analytics is installed on nearly all of the Department's 

public-facing websites. 

Open Innovation Methods 

The Department promotes open innovation through a range of structured programs:  

¶ Virtual Student Foreign Service and Virtual Fellows Program, which 

crowdsource public input into Department projects; Alumni Engagement 

Innovation Fund, which through annual competitions, provides the more 

than one million current alumni of United States government-sponsored 

exchange programs opportunities to form partnerships with one another, and 

tackle a broad range of global issues at the local, national, regional, and 

international levels.  

¶ The Diplomacy Lab, which funds analytical solutions from academic 

institutions.  

http://www.usembassy.gov/
http://m.state.gov/
http://www.state.gov/
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¶ The Collaboratory, which designs, pilots, and spreads new ways to further 

educational and cultural diplomacy.  Past work has included developing new 

programmatic tools for the Department, cultivating best practices for the use 

of technology in exchanges, and coordinating major initiatives like 

Education Diplomacy.  The Collaboratory also works to advance new work 

methods that allow Department teams to better perform in today's networked 

world.  

The Department has also actively promoted public engagement through challenges, 

having posted over a half dozen public challenges on policy issues ranging from 

software development in Africa, to arms control, to fighting forced labor in global 

supply chains.  The Department has a citizen science coordinator.  

Access to Scientific Data and Publications 

The following reports may be found at: http://www.state.gov/e/oes/rls/rpts/  

Report of the U.S.-China Climate Change Working Group of the Strategic 

and Economic Dialogue  

¶ 06/09/16 Report of the U.S.-China Climate Change Working Group to the 

8th Round of the Strategic and Economic Dialogue 

¶ 06/24/15 Report of the U.S.-China Climate Change Working Group to the 

7th Round of the Strategic and Economic Dialogue 

Forging the Path to a Greener Future: U.S.-China Energy and Environment 

Cooperation under the Ten-Year Framework  

2014 U.S. Climate Action Report to the UN Framework Convention on 

Climate Change  

¶ Fact Sheet: 2014 U.S. Climate Action Report 

U.S. Fast Start Climate Financing in Fiscal Year 2012  

¶ 2012 Executive Summary 




























































































































